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24 may 1933

MEMORANDUM FOR: Executive Director N
VIA: Deputy Director for Administration

STAT
FROM:

Director of Security

SUBJECT: Industrial Security Seminar
2 - 3 June 1983

1. The Office of Security is hosting an Industrial Security
Seminar at Headquarters on 2 and 3 June 1983. This is the fourth
such conference the Office of Security has sponsored and, as
before, the attendees will be corporate security officers repre-
senting firms with significant contractual relationships to the
Agency. On this occasion there will be 32 attendees from approxi-
mately 20 firms that have contracts sponsored by the Office of
Logistics. The agenda includes both general sessions and workshops.
The general sessions will be held in Room 1A-07, Headquarters, on
both days. Others in attendance will include our industrial security
auditors and security officers assigned to the Office of Logistics
Security Staff,

2. You are invited to speak to the group at the opening session
on Thursday, 2 June 1983 from 1045 to 1115 hours. We believe that
it 1s very important to the success of this program to have the
appearance of a senior Agency official as an expression of the inter-
est and concern that we have for our industrial relationships. This
has been a highlight of past seminars and we assure you that an
appearance on your part will be well received. Please be in touch
with the undersigned ‘on any aspect of this you would 1like STAT
to discuss.

3. Attached are copies of the seminar schedule (Tab A); the
expected attendees (Tab B); and some "bullets" you apparently found
useful for your last appearance before a similar group (Tab C).

4. The Industrial Security Seminar agenda includes a social
gathering in the Executive Dining Room from 1730 to 1930 hours on
Thursday, 2 June. You are cordially invited to attend as a guest of
the undersigned.

STAT

Attachments
Distribution:
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0915
0945
1030

1115

1415

1545

1700
1730
1930

First Day

Administration -

Introductory Remarks by the Director of Security

Industrial Contracts -

A presentation and discussion regarding
stipulated contract security requirements
such as award fees and incentive awards
to the contractor.

Remarks by the Executive Director,
Central Intelligence Agency

Presentation on Current Technology Loss Affecting
National Security —‘ ‘

Lunch

The Industrial Security Audit Program -

STAT

STAT

STAT

STAT

Workshop forum with moderators and contractors
expressing areas of concern, views for program
improvement and program methodology.

Information Systems Security

Classification -

Cocktail Party in the Executive Dining Room

PN
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1045

1215

1315
1415
1500

1530

Second Day

Workshop Forum: STAT

A discussion of the 1 May 1979 Standard
Security Procedures for Contractors; the
new S1/TK Manual and an Overview of
Telephone Security Guidelines.

Personnel Security Program

T
Industrial Approvals and Accesses - STAT

Presentation and discussion on investigative
procedures, the adjudication process and appeal
procedures.

STAT

Industrial Polygraph Program -

Presentation and discussion concerning the
use of the polygraph at industrial contractors.

Lunch

Technical Threat - OTS

TEMPEST - STAT

Concluding Remarks by the Deputy Director of Security

-
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TOPICS OR THEMES - INDUSTRIAL SECURITY SEMINAR

Considerable progress has been made in the
six years since attention was focused on industrial
security as a consequence of the Boyce/Lee esplonage
case.

®* The Industrial Polygraph Program is a noteworthy
accomplishment and is believed to be a significant
enhancement to our overall security program.

®* The computer processing of Agency-classified
data is one of the major security concerns we are
faced with today. There are scarcely any contractors
that do not use ADP and word processing equipment to
accomplish their tasks. Agency management shares this
concern and encourages you to actively participate in
all facets of the computer security effort.

®* The threat remains. Classic espionage efforts
have increased alarmingly and with known success. The
recent Bell case at Hughes Aircraft Company is a shocking
example. Foreign influence, even ownership, of U.S.
companies is an increasing problem.

® Most importantly - technology loss - referred to
as "hemorrhaging" by Admiral Inman, our former Deputy
Director of Central Intelligence, is very much a
national problem.

®* Problems remain. The difficulties and especially
the costs associated with any security program are
recognized. Requirements frequently outpace formal
reguldtions and guidelines and new guidelines invariably
need to be modified or interpreted. According to the
agenda, you will be dealing with several of these
problems during this conference.

* Everyone associated with the CIA Industrial
Security Program is encouraged by the support and
Cooperation received from their colleagues in private
industry. Nearly 280 security audits of contractor
facilities have been conducted during the past six
years. We believe that progress has been made, but
opportunities remain, particularly in the areas of
security education and security awareness.
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